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Data Security and Improving HIPAA
There are many reports on the internet and media about a massive cyber attack on the healthcare organization every day. Cyber attacks are a major problem in healthcare today because many physician practices do not safeguard electronic information in a proper way. Therefore, there is a need for healthcare providers to engage in security practices so that patient data can be safe from hackers. Today, new cases of security breach mainly tend to focus on the big healthcare systems but it also means that small and media healthcare systems continue to face security threats when it comes to data safety (Patil & Seshadri, 2014).  Interestingly, many hackers today go on to target smaller business because they assume that such organizations do not have the necessary expertise to secure their system fully (Hoffman & Podgurski, 2007). In the healthcare system, lack of basic security policies and poor practices by the healthcare staffs has continued to expose the electronic health record system today. The implementation of security measure and adhering to HIPAA policies will help healthcare organization to safeguard patient data in this era of technology. 
Discussion
According to Ryan and Bernard (2000), more than 750 data breach occurs every year and most these cases involve personal records and identity theft in the healthcare sector. In 2015 alone, major cases of data breach occurred in the healthcare sector. One of the biggest cases of a data breach in the healthcare system involved the health insurance company known as Anthem. In this case, hundreds of personal records were breached and personal records were exposed. Personal information such as names, birth dates, social security numbers, and home addresses was exposed in the Anthem scandal (Kuo, 2011). Another excellent example is the case of Excellus BlueCross BlueShield, where more than 20 million personal records were exposed. The attack ended in 2015 and more than 10 million personal healthcare records were exposed through social media and cyber. The cost of a data breach in the healthcare industry is high and according to the survey, every time a record or data is breached in the healthcare industry, the cost is estimated to be roughly $350. Therefore, data breach and data security is a serious topic of concern today. By understanding the security risks and having knowledge on how much data breach is occurring today, the healthcare stakeholders can develop proper security measures to ensure that data in safe and privacy of patient information is maximized. 
Improving HIPAA for better security
One of the most crucial elements of Health Insurance Portability and Accountability Acts Rules is in regard to data security (Patil & Seshadri, 2014). The HIPAA security rule requires healthcare organizations to put data security controls and conduct a comprehensive risk assessment in order to address any vulnerabilities and security issues in the healthcare system (Hoffman & Podgurski, 2007). All entities that are covered by the HIPAA are required to implement appropriate administrative, physical, and technical safeguards to ensure that the security and safety of electronic data are maximized. Cyber attacks have been on the rise and cybercriminals have become sophisticated because hackers have acquired new methods of breaching data in the healthcare sector. The Department of Health and Human Services’ Office for Civil Rights has been concerned about security in the healthcare setting and many of the HIPAA Rules are concerned with increasing security to minimize data breach in the healthcare system (Hoffman & Podgurski, 2007). 
Today, there are ongoing audits that are supposed to assess compliance of the organization with the HIPPA (Abouelmehdi, Beni-Hessane, & Khaloufi, 2018). Organizations that do not comply with the set policies face regulatory fines because security and data protection is very important in healthcare today. The HIPAA Security Rule provides clear directions on how healthcare organizations can protect the privacy of patients and safeguard data. The HIPAA has a clear guideline regarding means of security medical records, provides a framework of cyber security, advice about information sharing, and educate about the new technology and how it can be used to improve the security of data in the healthcare setting. Today, however, there are new vulnerabilities that can be exploited to ensure that malicious actors do not have access to healthcare information in order to minimize cases of fraud, scams, and phishing cases that have increased in the healthcare sector.
Understanding and Combating the Threat
Experts have been working hard to minimize data breach in the healthcare industry. Unfortunately, the healthcare sector is comparatively unprepared when it comes to addressing data security (Abouelmehdi, Beni-Hessane, & Khaloufi, 2018). There is a need to understand the threat that is caused by data breach and information insecurity today in order to combat any arising issues. The FDA recently has been active in providing guidelines for improving data security in the medical field. With the new technology, there are many issues that have emerged in the healthcare sector, which continue to threaten security in the medical field. Therefore, there is a need to be proactive in protecting data and improve measures so that new cases of data security can be addressed sustainably. It is crucial to understand the data breaches in this era of technological diversity (Patil & Seshadri, 2014). In the medical field, the system has been networked, which is posing threats to devices and increasing data breach today. Everything from apps, phones, Smartphone, computers, and insulin pumps among many other gadgets provide opportunities for hackers to access data and information that otherwise should not be breached by the public. The FDA has provided strict security measures and provides guidelines to healthcare systems to ensure security is maximized in the medical field. According to the FDA, it is important for device manufacturers to develop effective communication systems so that any data breach or vulnerabilities are identified. Many times, we often see organizations have complied with the set policies and procedures, but they lack in managing privacy issues (Abouelmehdi, Beni-Hessane, & Khaloufi, 2018). In the healthcare sector today, there are many procedures that are crucial in setting policies and procedures that can be used by employees and stakeholders in the healthcare sector. 
Improving Security
HIPAA is one of the bodies that have been concerned with data security today. This organization has kept its commitment in ensuring data breach is reduced and ensure safety is maximized in all sectors including the healthcare setting. HIPAA has been at the forefront of providing organizations with compliance procedures in efforts to protect data security today (Hoffman & Podgurski, 2007). Many organizations have tried to remain compliant with the set regulations because negligence is one of the main problems that cause security concerns.  Negligence can cause many problems such as disclosure of PHI, loss of data, harm patient, loss of integrity, and others. 
HIPAA can improve data security and compliance in dynamic ways. The first step that HIPAA can improve compliance is putting the focus on policies and procedures. According to research, roughly 20% of data users do not encrypt their information, which keeps healthcare information vulnerable (Hoffman & Podgurski, 2007). In addition to this, malware and hacking have been a major challenge to our data security especially with the emergence of the new technology in the 21st century. Hackers are always advancing with time and technology continues to favor them because they are devising new methods of attacks every day. 
It is crucial to ensure that multi-factor authentication is working in the healthcare system. In most cases, organizations use a trusted combination of username and passwords on their devices, which are not so safe (Ryan & Bernard, 2000). It is important to make sure that all devices are protected using strong and unique username and passwords to ensure that security is maximized. Failure to protect all passwords and devices is one of the major reasons why data breach has been happening in our healthcare systems today. 
According to HIPAA, humans (employees) can be a big problem and cause a major security dilemma in the healthcare system. If employees do not get the right training, they tend to cause security risks. It is important to train all employees properly and provide incentives to employees so that they can be motivated to secure data and minimize risks in the workplace. What many people do not know is that bringing sensitive devices such as phones or laptops at the workplace can cause security risks (Hoffman & Podgurski, 2007). When people go to the airport or connect their devices at the airport, they continue to expose such devices to security risks. And when such devices are brought at the workplace, they expose the healthcare system to security risks. As a third party, it is important to perform security roles. Platforms such as infrastructures, service bills, and other personal devices should be protected to minimize vulnerability (Ryan & Bernard, 2000). It is important to ensure compliance and security is a top priority so that the healthcare services can be protected patient care be prioritized.
Healthcare management has a huge mandate of protecting healthcare information and ensuring electronic billing is safe (Hoffman & Podgurski, 2007). Handling of healthcare information is the duty of all stakeholders in the healthcare system. According to HIPAA, it is important for medical providers to have physical network and security measures to ensure compliance is maximized. Many healthcare systems are still perplexed with the ongoing changes in healthcare because HIPAA is trying to make changes that are geared towards ensuring data security is maximized. The best way to ensure HIPPA compliance is achieved is to shred and forget all paper records. In our hospitals, it is important to shred all papers that are floating in the offices and storage rooms. The best option is to scan and save records electronically. For instance, storing patient records electronically on a secure system can minimize the risk of losing the data. 
The Notice of Privacy Practices (NPP) is important when it comes to the handling of patient records. It is significant for the hospital management to consider the privacy of the patient because that is the right thing to do. The other great step to take is to have talks about sharing data in healthcare. Recently, two physicians were arrested for taking "selfies" with the patients. There are many cases of providers improperly sharing data that is related to patients. It is important for the management to talk with the stakeholders, nurses, and doctors and make it clear that such kind of behaviors should not be tolerated in the healthcare (Patil & Seshadri, 2014). Healthcare providers that misbehave should be punished accordingly and serve as a warning to others. Such behaviors should not be accepted in the system if we seek to improve security and protect patient data. 
In addition to this, it is important for management to do a risk analysis. This will involve making a list of every patient data (Ryan & Bernard, 2000). Describe and elaborate where every crucial information is stored and list what every provider should do to minimize data loss. It is important to list and double check every information because patient privacy should be prioritized. Moreover, the hospital management should ensure that the privacy officer is certified. HIPAA requires that every Privacy Officer understand the law and know how to deal with the EMS-specific HIPPA challenges (Hoffman & Podgurski, 2007). It is, therefore, crucial for the hospital to have a certified Privacy Officer so that the patient's data can be kept safe at all times.
The HIPPA is concerned about patient privacy and today, there is massive data and personal information that is stored electronically in the healthcare system. The HIPAA Law and Privacy Rule are necessary for healthcare to protect any medical records. All healthcare providers who are responsible for transmitting information should follow the set standards and abide by the rules so that personal data is kept safe. Since technology is changing every day, information has become more accessible. The HIPAA has set regulations to ensure that the changing environment does not comprise data safety. There are sensitive medical records that can be shared while at the same time maintaining patient's rights of privacy. All hospital managers are required to comply with privacy regulations and HIPAA laws (Hoffman & Podgurski, 2007). These laws have simplified handling of documentation of any sensitive patient data. Therefore, nurses and doctors should do everything to protect the confidentiality of the patient's data. In addition, every healthcare clearing houses and care providers who are responsible for transmitting information should adhere to the HIPAA standards (Ryan & Bernard, 2000). Controlling access to offices that have patients’ data and allowing specific or certified staffs to handle such data is one of the key steps of reducing information sharing. 
Today, modern clinical text de-identified medical data, but at the same time ensuring privacy is protected. All stakeholders, nurses, and doctors must collaborate closely in order to maximize the protection of patient data. All institutions that handle medical records should have a clear guideline to ensure the safety and privacy of the patient is maximized. In the US today, biomedical data is classified as a human subject's research. The healthcare laws protect and sensitive healthcare issues such as mental health, STDs, and others (Patil & Seshadri, 2014). In the hospitals, care providers can occasionally cite patients’ name and other crucial information, but it generally advisable for providers to do so while maintaining privacy. Protecting patient privacy requires technical knowledge (Patil & Seshadri, 2014). This process involves having strict regulations for sharing, securing data, and storing the information properly. Protecting patient privacy is a collaborative effort and all stakeholders should do so in accordance with the laws.
In the present day, big data has created new challenges in patient privacy. It is now easier to attain privacy tools thanks to the new technology. Regulations in the healthcare sectors have been continuously updated to ensure that healthcare providers have updated amendments. It is important for healthcare providers to understand the regulations and adhere to the set policies so that patient data can be kept safe at all times.
Ensuring Data Security in the Healthcare System
One important thing to note is that protecting data in the medical field is not something easy. Healthcare providers have a huge duty to protect data and deliver quality services to all patients. Nevertheless, it is important to ensure that patient data is kept safe and only authorized personnel can access such data (Ryan & Bernard, 2000). Today, healthcare organization should take a proactive approach when it comes to handling data. Healthcare providers should implement good practices and ensure continued compliance so that data breach can be eradicated. The following steps are necessary for healthcare today
 Educate the Healthcare Staffs
All employees should be educated about data protection and security. It is important to ensure that all stakeholders understand why data security should be maximized and educate all healthcare staff members. Humans continue to pose the biggest threat when it comes to patient data. Simple errors and negligence can cause a data breach in the healthcare system (Ryan & Bernard, 2000). But having security awareness training will equip staff members with the knowledge and skills needed to handle data properly.
Restrict Access to Data
In healthcare, it is important to have specific people access patient data. Lack of restriction will continue to expose patient data and increased chances of loss and insecurity in the system. In the hospitals, it is crucial to ensure that all apps are authenticated and only persons authorized can access data. Therefore, the data should have PIN or passwords at all times. 
Implement Data Usage Controls
Any malicious data use should be flagged in the healthcare system. The management should instill a system that will block malicious activity (Kuo, 2011). It is important to classify and categorize any sensitive data. The management at the hospitals should ensure that data is stored accordingly and monitored closely. Lack of proper storage infrastructure will expose data to security issues in the hospitals. The best plan is to have data control so that it can be used by the right people for the right reasons. With proper procedures, all sensitive data will get the right level of protection.
Monitor Use of Data
In the healthcare system, it is important to know which user is accessing what information, application, and other resources such as computer systems. This will help to reduce malicious incidents in the system. In addition to this, healthcare providers should be monitored on how they use the data in the system. By monitoring data usage, healthcare providers will increase security measures and maximize protection efforts. 
Monitor and Conduct Risk Assessment
Risk assessment should be done regularly to ensure that privacy and protection of data in the healthcare system are achieved. By conducting a risk assessment on a regular basis, healthcare providers will maintain compliance and safeguard any sensitive data.
Lastly, it is important to encrypt data in the medical field. Every useful data should be encrypted to ensure protection is maximized (Hoffman & Podgurski, 2007). Hackers should not have easy access to patient information and that is why the healthcare should determine what encryption method is best to ensure all information is safe and data breach is minimized. 
[bookmark: _GoBack]Without a doubt, cybercriminals have compromised data safety in the healthcare systems today (Patil & Seshadri, 2014). Business associates and healthcare organization ought to implement robust measures that will maximize the security of patient data. With the new technology, there are many challenges and vulnerabilities in the system. The delivery of information and data in the healthcare system should be done right to ensure that hackers do not stand a chance of corrupting the system.
Conclusion
Cybercriminals have continued to target healthcare data because it is valuable. The new technology has also continued to expose patient data to security risks and that is why it is important for healthcare providers to come up with a big solution to ensure patient data is safe. The first step is for healthcare providers to understand HIPAA requirements and adhere to these policies (Hoffman & Podgurski, 2007). By doing so, healthcare will ensure patient information is safe. More importantly, healthcare management should implement security measures and create strong data security programs to ensure cybersecurity is maximized. All stakeholders should work closely and collaborate in investing in data security. The management should be very strategic in managing healthcare data. Training staff members and investing in a modern system will go a long way in ensuring patient data is safe and the breach is minimized for sustainability and quality service delivery in healthcare today.
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